Principles of Military Organization 


Military Organization has three main principles without which it cannot be 
established. 1) Military Organization commander and advisory council 2) The 
soldiers (individual members) 3) A clearly defined strategy Military Organization 
Requirements: The Military Organization dictates a number of requirements to assist 
it in confrontation and endurance. These are: 1) Forged documents and counterfeit 
currency 2) Apartments and hiding places 3) Communication means 4) 
Transportation means 5) Information 6) Arms and ammunition 7) Transport 
Missions Required of the Military Organization: The main mission for which the 
Military Organization is responsible is: The overthrow of the godless regimes and 
their replacement with an Islamic regime. Other missions consist of the following: 
1) Gathering information about the enemy, the land, the installations, and the 
neighbors. 2) Kidnapping enemy personnel, documents, secrets, and arms. 3) 
Assassinating enemy personnel as well as foreign tourists. 4) Freeing the brothers 
who are captured by the enemy. 5) Spreading rumors and writing statements that 
instigate people against the enemy. 6) Blasting and destroying the places of 
amusement, immorality, and sin; not a vital target. 7) Blasting and destroying the 
embassies and attacking vital economic centers. 8) Blasting and destroying 
bridges leading into and out of the cities. Importance of the Military Organization: 
1) Removal of those personalities that block the call's path. [A different 
handwriting:] All types of military and civilian intellectuals and thinkers for the 
state. 2) Proper utilization of the individuals’ unused capabilities. 3) Precision in 
performing tasks, and using collective views on completing a job from all aspects, 
not just one. 4) Controlling the work and not fragmenting it or deviating from it. 


5) Achieving long-term goals such as the establishment of an Islamic state and 
short-term goals such as operations against enemy individuals and sectors. 6) 
Establishing the conditions for possible confrontation with the regressive regimes 
and their persistence. 7) Achieving discipline in secrecy and through tasks. 
Financial Security Precautions: 1) Dividing operational funds into two parts: One 
part is to be invested in projects that offer financial return, and the other is to be 
saved and not spent except during operations. 2) Not placing operational funds 
[all] in one place. 3) Not telling the Organization members about the location of the 
funds. 4) Having proper protection while carrying large amounts of money. 5) 
Leaving the money with non-members and spending it as needed. 2) Forged 
Documents (IdentityCards, Records Books, Passports) The following security 
precautions should be taken: 1) Keeping the passport in a safe place so it would not 
be ceized by the security apparatus, and the brother it belongs to would have to 
negotiate its return (I'll give you your passport if you give me information) 2) All 
documents of the undercover brother, such as identity cards and passport, should 
be falsified. 3) When the undercover brother is traveling with a certain identity card 
or passport, he should know all pertinent [information] such as the name, 
profession, and place of residence. 4) The brother who has special work status 


(commander, communication link,...) should have more than one identity card and 
passport. He should learn the contents of each, the nature of the [indicated] 
profession, and the dialect of the residence area listed in the document. 5) The 
photograph of the brother in these documents should be without a beard. It is 
preferable that the brother's public photograph [on these documents] be also 
without a beard. If he already has one [document] showing a photograph with a 
beard, he should replace it. 6) When using an identity document in different names, 
no more than one such document should be carried at one time. 7) The validity of 
the falsified travel documents should always be confirmed. 8) All falsification 
matters should be carried out through the command and not haphazardly 
(procedure control) 9) Married brothers should not add their wives to their 
passports. 10) When a brother is carrying the forged passport of a certain country, 
he should not travel to that country. It is easy to detect forgery at the airport, and 
the dialect of the brother is different from that of the people from that country. 
Security Precautions Related to the Organizations' Given Names: 


1) The name given by the Organization [to the brother] should not be odd in 
comparison with other names used around him. 2) A brother should not have more 
than one name in the area where he lives {the undercover work place) 3) FOURTH 
LESSON - Organization MILITARY BASES "APARTMENTS PLACES" - HIDING Definition 
of Bases: These are apartments, hiding places, command centers, etc. in which 
secret operations are executed against the enemy. These bases may be in cities, 
and are [then] called homes or apartments. They may be in mountainous, harsh 
terrain far from the enemy, and are [then] called hiding places or bases. During the 
initial stages, the Military Organization usually uses apartments in cities as places 
for launching assigned missions, such as collecting information, observing members 
of the ruling regime, etc. Hiding places and bases in mountains and harsh terrain 
are used at later stages, from which Jihad [holy war] groups are dispatched to 
execute assassination operations of enemy individuals, bomb their centers, and 
capture their weapons. In some Arab countries such as Egypt, where there are no 
mountains or harsh terrain, all stages of Jihad work would take place in cities. The 
opposite was true in Afghanistan, where initially Jinad work was in the cities, then 
the warriors shifted to mountains and harsh terrain. There, they started battling the 
Communists. Security Precautions Related to Apartments: 1) Choosing the 
apartment carefully as far as the location, the size for the work necessary 
(meetings,storage, arms, fugitives, work preparation). 2) It is preferable to rent 
apartments on the ground floor to facilitate escape and digging of trenches. 3) 
Preparing secret locations in the apartment for securing documents, records, arms, 
and other important items. 4) Preparing ways of vacating the apartment in case of 
a surprise attack (stands,wooden ladders). 5) Under no circumstances should any 
one know about the apartment except those who use it. 6) Providing the necessary 
cover for the people who frequent the apartment (students,workers, employees, 
etc.) 7) Avoiding seclusion and isolation from the population and refraining from 
going to the apartment at suspicious times. 8) It is preferable to rent these 


apartments using false names, appropriate cover, and non-Moslem appearance. 
9) A single brother should not rent more than one apartment in the same area, 
from the same agent, or using the same rental office. 10) Care should be exercised 
not to rent apartments that are known to the security apparatus [such as] those 
used for immoral or prior Jihad activities. 


11) Avoiding police stations and government buildings. Apartments should not be 
rented near those places. 12) When renting these apartments, one should avoid 
isolated or deserted locations so the enemy would not be able to catch those living 
there easily. 13) It is preferable to rent apartments in newly developed areas where 
people do not know one another. Usually, in older quarters people know one another 
and strangers are easily identified, especially since these quarters have many 
informers. 14) Ensuring that there is has been no surveillance prior to the members 
entering the apartment. 15) Agreement among those living in the apartment on 
special ways of knocking on the door and special signs prior to entry into the 
building’s main gate to indicate to those who wish to enter that the place is safe 
and not being monitored. Such signs include hanging out a towel, opening a curtain, 
placing a cushion in a special way, etc. 16) If there is a telephone in the apartment, 
calls should be answered in an agreed-upon manner among those who use the 
apartment. That would prevent mistakes that would, otherwise, lead to revealing 
the names and nature of the occupants. 17) For apartments, replacing the locks 
and keys with new ones. As for the other entities (Camps,shops, mosques), 
appropriate security precautions should be taken depending on the entity’s 
importance and role in the work. 18) Apartments used for undercover work should 
not be visible from higher apartments in order not to expose the nature of the 
work. 19) In a newer apartment, avoid talking loud because prefabricated ceilings 
and walls [used in the apartments] do not have the same thickness as those in old 
ones. 20) It is necessary to have at hand documents supporting the undercover 
[member]. In the case of a physician, there should be an actual medical diploma, 
membership in the [medical] union, the government permit, and the rest of the 
routine procedures known in that country. 21) The cover should blend well [with the 
environment]. For example, selecting a doctor’s clinic in an area where there are 
clinics, or in a location suitable for it. 22) The cover of those who frequent the 
location should match the cover of that location. For example, a common laborer 
should not enter a fancy hotel because that would be suspicious and draw 
attention. 


4) FIFTH LESSON - MEANS OF COMMUNICATION AND TRANSPORTATION 


In the name of Allah, the merciful and compassionate Means of Transportation 
Introduction: It is well Known that in undercover operations, communication is the 


mainstay of the movement for rapid accomplishment. However, it is a double-edged 
sword: It can be to our advantage if we use it well and it can be a knife dug into our 
back if we do not consider and take the necessary security measures. 
Communication Means: The Military Organization in any Islamic group can, with its 
modest capabilities, use the following means: 1) Thetelephone, 2) Meeting in- 
person, 3) Messenger, 4) Letters, 5) Some modern devices, such as the facsimile 
and wireless [Communication]. Communication may be within the county, state, or 
even the country, in which case it is called local communication. When it extends 
expanded between countries, it is then called international communication. Secret 
Communication is Limited to the Following Types: Common, standby, alarm 1) 
Common Communication: It is a communication between two members of the 
Organization without being monitored by the security apparatus opposing the 
Organization. The common communication should be done under a certain cover 
and after inspecting the surveillance situation [by the enemy]. 2) Standby 
Communication: This replaces common communication when one of the two parties 
is unable to communicate with the other for some reason. 3) Alarm 
Communication: This is used when the opposing security apparatus discovers an 
undercover activity or some undercover members. Based on this communication, 
the activity is stopped ‘for a while, all matters related to the activity are 
abandoned,and the Organization's members are hidden from the security 
personnel. Method of Communication Among Members of the Organization: 1) 
Communication about undercover activity should be done using a good cover; it 
should also be quick, explicit, and pertinent. That is, just for talking only. 2) Prior to 
contacting his members, the commander of the cell[2] should agree with each of 
them separately (the cell members should never meet all in one place and should 
not know one another) on a manner and means of communication with each other. 
Likewise, the chief of the Organization should [use a similar technique] with the 
branch commanders. 3) A higher-ranking commander determines the type and 
method of communication with lower-ranking leaders. 


First Means: The Telephone: Because of significant technological advances, security 
measures for monitoring the telephone and broadcasting equipment have 
increased. Monitoring may be done by installing a secondary line or wireless 
broadcasting device on a telephone that relays the calls to a remote location... That 
is why the Organization takes security measures among its members who use this 
means of communication (the telephone). 1) Communication should be carried out 
from public places. One should select telephones that are less suspicious to the 
security apparatus and are more difficult to monitor. It is preferable to use 
telephones in booths and on main streets. [2)] Cell or cluster methods should be 
adopted by the Organization. It should be composed of many cells whose members 
do not know one another, so that if a cell member is caught the other cells would 
not be affected, and work would proceed normally. 2) Conversation should be 
coded or in general terms so as not to alert the person monitoring [the telephone]. 
3) Periodically examining the telephone wire and the receiver. 4) Telephone 


numbers should be memorized and not recorded. If the brother has to write them, 
he should do so using a code so they do not appear as telephone numbers (figures 
from a shopping list, etc.) 5) The telephone caller and person called should mention 
some words or sentences prior to bringing up the intended subject. The brother who 
is calling may misdial one of the digits and actually call someone else. The person 
‘called may claim that the call is for him, and the calling brother may start telling 
him work-related issues and reveal many things because of a minor error. 6) In 
telephone conversations about undercover work, the voice should be changed and 
distorted. 7) When feasible, it is preferable to change telephone lines to allow direct 
access to local and international calls. That and proper cover facilitate 
communications and provide security protection not available when the central 
telephone station in the presence of many employees is used. 8) When a telephone 
[line] is identified [by the security apparatus], the command and all parties who 
were using it should be notified as soon as possible in order to take appropriate 
measures. 9) When the command is certain that a particular telephone [line] is 
being monitored, it can exploit it by providing information that misleads the enemy 
and benefits the work plan. 10) If the Organization manages to obtain jamming 
devices, it should use them immediately. 


Second Means: Meeting in-person: 1/2 


This is direct communication between the commander and a member of the 
Organization. During the meeting the following are accomplished: 1) Information 
exchange, 2) Giving orders and instructions, 3) Financing, 4) Member follow-up 
Stages of the In-Person Meeting: A) Before the meeting, B) The meeting [itself], 
C) After the meeting A. Before the Meeting: The following measures should be 
taken: 1) Designating the meeting location, 2) Finding a proper cover for the 
meeting, 3) Specifying the meeting date and time, 4) Defining special signals 
between those who meet. 1) Identifying the meeting location If the meeting 
location is stationary, the following matters should be observed: i) The location 
should be far from police stations and security centers. ii) Ease of transportation to 
the location. iii) Selecting the location prior to the meeting and learning all its 
details. iv) If the meeting location is an apartment, it should not be the first one, 
but one somewhere in the middle. v) The availability of many roads leading to the 
meeting location. That would provide easy escape in case the location ware raided 
by security personnel. vi) The location should not be under suspicion (by the 
security [apparatus]) vii) The apartment where the meeting takes place should be 
onthe ground floor, to facilitate escape. Viii) The ability to detect any surveillance 
from that location. ix) When public transportation is used, one should alight at 
some distance from the meeting location and continue on foot. In the case of a 
private vehicle, one should park it far away or in a secure place so as to be able to 


maneuver it quickly at any time. If the meeting location is not stationary, the 
following matters should be observed: i) The meeting location should be at the 
intersection of a large number of main and side streets to facilitate entry, exit, and 
escape. ii) The meeting location (Such as a coffee shop) should not have members 
that might be dealing with the security apparatus. iii) The meeting should not be 
held in a crowded place because that would allow the security personnel to hide 
and monitor those who meet. 


iv) It is imperative to agree on an alternative location for the meeting in case 
meeting in the first is unfeasible. That holds whether the meeting place is 
stationary or not. Those who meet in-person should do the following: i) Verifying 
the security situation of the location before the meeting. ii) Ensuring that there are 
no security personnel behind them or at the meeting place. iii) Not heading to the 
location directly. iv) Clothing and appearance should be appropriate f o r the 
meeting location. v) Verifying that private documents carried by the brother have 
appropriate cover. vi) Prior to the meeting, designing a security plan that specifies 
what the security personnel would be told in case the location were raided by 
them, and what [the brothers] would resort to in dealing with the security 
personnel (fleeing, driving back, ... ) 2) Finding a proper cover for the meeting 
[The cover] i) should blend well with the nature of the location. ii) In case they raid 
the place, the security personnel should believe the cover. iii) should not arouse 
the curiosity of those present. iv) should match the person's appearance and his 
financial and educational background. v) should have documents that support it. 
vi) provide reasons for the two parties' meeting (for example, one of the two parties 
should have proof that he is an architect. The other should have documents as proof 
that he is a land owner. The architect has produced a construction plan for the land) 
3) Specifying the Meeting Date and Time i) Specifying the hour of the meeting as 
well as the date. ii) Specifying the time of both parties’ arrival ana the time of the 
first party's departure. iii) Specifying how long the meeting will last. iv) Specifying 
an alternative date and time. v) Not allowing a long period of time between making 
the meeting arrangements and the meeting itself. 4) Designating special signals 
between those who meet If the two individuals meeting know one another's shape 
and appearance, it is sufficient to use a single safety sign. [In that case,] the sitting 
and arriving individuals inform each other that there is no enemy surveillance. The 
sign may be keys, beads, a newspaper, or a scarf. The two parties would agree on 
moving it in a special way so as not to attract the attention of those present. If the 
two individuals do not know one another, they should do the following: 


a) The initial sign for becoming acquainted may be that both of them wear a 
certain type of clothing or carry a certain item. These signs should be appropriate 
for the place, easily identified, and meet the purpose. The initial sign for becoming 
acquainted does not [fully] identify one person by another. It does that at a rate of 
30%. b) Safety Signal: It is given by the individual sitting in. the meeting location 
to inform the second individual that the place is safe. The second person would 


reply through signals to inform the first that he is not being monitored. The signals 
are agreed upon previously and should not cause suspicion. c) A second signal for 
getting acquainted is one in which the arriving person uses while sitting down. That 
signal may be a certain clause, a word, a sentence, or a gesture agreed upon 
previously, and should not cause suspicion for those who hear it or see it. B. The 
Stage of the Meeting [itself] The following measures should be taken: 1) Caution 
during the meeting. 2) Not acting unnaturally during the meeting in order not to 
raise suspicion. 3) Not talking with either loud or very low voices ([should be] 
moderate). 4) Not writing anything that has to do with the meeting. 5) Agreeing on 
a security plan in case the enemy raids the location. C. After the Meeting The 
following measures should be taken: 1) Not departing together, but each one 
separately. 2) Not heading directly to the main road but through secondary ones. 
3) Not leaving anything in the meeting place that might indicate the identity or 
nature of those who met. Meeting in-person has disadvantages, such as: 1) 
Allowing the enemy to capture those who are meeting. 2) Allowing them [the 
enemy] to take pictures of those who are meeting, record their conversation, and 
gather evidence against them. 3) Revealing the appearance of the commander to 
the other person. However, that may be avoided by taking the previously 
mentioned measures such as disguising himself well and changing his appearance 
(glasses, wig, etc.) Third Means: The Messenger: This is an intermediary between 
the sender and the receiver. The messenger should possess all characteristics 
mentioned in the first chapter regarding the Military Organization’smember. These 
are the security measures that a messenger should take: 1) Knowledge of the 
person to whom he will deliver the message. 2) Agreement on special signals, 
exact date, and specific time. 3) Selecting a public street or place that does not 
raise suspicion. 4) Going through a secondary road that does not have check 
points. 


5) Using public transportation (train,bus,...) and disembarking before the main 
station. Likewise, embarking should not be done at the main station either, were 
there are a lot of security personnel and informants. 6) Complete knowledge of the 
location to which he is going. Fourth Means: Letters: This means (letters) may be 
used as a method of communication between members and the Organization 
provided that the following security measures are taken: 1) It is forbidden to write 
any secret information in the letter. If one must do so, the writing should be done in 
general terms. 2) The letter should not be mailed from a post office close to the 
sender's residence, but from a distant one. 3) The letter should not be sent directly 
to the receiver's address but to an inconspicuous location where there are many 
workers from your country. Afterwards, the letter will be forwarded to the intended 
receiver. (This is regarding the overseas- bound letter). 4) The sender's name and 
address on the envelope should be fictitious. In case the letters and their contents 
are discovered, the security apparatus would not be able to determine his [the 
sender's] name and address. 5) The envelope should not be transparent so as to 
reveal the letter inside. 6) The enclosed pages should not be many, so as not to 


raise suspicion. 7) The receiver's address should be written clearly so that the letter 
would not be returned. 8) Paying the post office box fees should not be forgotten. 
Fifth Means: Facsimile and Wireless: Considering its modest capabilities and the 
pursuit by the security apparatus of its members and forces, the Islamic Military 
Organization cannot obtain theses devices. In case the Organization is able to 
obtain them, firm security measures should be taken to secure communication 
between the members in the country and the command outside. These measures 
are: 1) The duration of transmission should not exceed five minutes in order to 
prevent the enemy from pinpointing the device location. 2) The device should be 
placed in a location with high wireless frequency, such as close to a TV station, 
embassies, and consulates in order to prevent the enemy from identifying its 
location. 3) The brother, using the wireless device to contact his command outside 
the country, should disguise his voice. 4) The time of communication should be 
carefully specified. 5) The frequency should be changed from time to time. 6) The 
device should be frequently moved from one location to another. 7) Do not reveal 
your location to the entity for which you report. 8) The conversation should be in 
general terms so as not to raise suspicion. 


Transportation Means: The members of the Organization may move from one 
location to another using one of the following means: a) Public transportation, b) 
Private transportation Security Measures that Should be Observed in Public 
Transportation: 1) One should select public transportation that is not subject to 
frequent checking along the way, such as crowded trains or public buses. 2) 
Boarding should be done at a secondary station, as main stations undergo more 
careful surveillance. Likewise, embarkment should not be done at main stations. 3) 
The cover should match the general appearance (tourist bus, first-class train, 
second-class train, etc). 4) The existence of documents supporting the cover. 5) 
Placing important luggage among the passengers’ luggage without identifying the 
one who placed it. If it is discovered, its owner would not be arrested. In trains, it 
[the luggage] should be placed in a different car than that of its owner. 6) The 
brother traveling on a "special mission" should not get involved in religious issues 
(advocating good and denouncing evil) or day-to-day matters (seat reservation,...). 
The brother traveling on a mission should not arrive in the [destination] country at 
night because then travelers are few, and there are [Search] parties and check 
points along the way. 7) 8) When cabs are used, conversation of any kind should 
not be started with the driver because many cab drivers work for the security 
apparatus. 9) The brother should exercise extreme caution and apply all security 
measures to the members. Security Measures that Should be Observed in Private 
Transportation: Private transportation includes: cars, motorcycles A) Cars and 
motorcycles used in overt activity: 1) One should possess the proper permit and not 
violate traffic rules in order to avoid trouble with the police. 2) The location of the 
vehicle should be secure so that the security apparatus would not confiscate it. 3) 
The vehicle make and model should be appropriate for the brother’s cover. 4) The 
vehicle should not be used in special military operations unless the Organization 


has no other choice. B) Cars and motorcycles used in covert activity: 1) Attention 
should be given to permits and [obeying] the traffic rules in order to avoid trouble 
and reveal their actual mission. 


2) The vehicle should not be left in suspicious places (deserts,mountains, etc.). If it 
must be, then the work should be performed at suitable times when no one would 
keep close watch or follow it. 3) The vehicle should be purchased using forged 
documents so that getting to its owners would be prevented once it is discovered. 
4) For the sake of continuity, have only one brother in charge of selling. 5) While 
parking somewhere, one should be in a position to move quickly and flee in case of 
danger. 6) The car or motorcycle color should be changed before the operation and 
returned to the original after the operation. 7) The license plate number and county 
name should be falsified. Further, the digits should be numerous in order to prevent 
anyone from spotting and memorizing it. 8) The operation vehicle should not be 
taken to large gasoline stations so that it would not be detected by the security 
apparatus. 5) SIXTH LESSON - TRAINING The following security precautions should 
be taken during the training: The Place The place should have the following 
specifications: 1) Distance from the populated areas with the availability of living 
necessities. 2) Availability of medical services during the training. 3) The place 
should be suitable for the type of training (physical fitness, shooting, tactics). 4) 
No one except the trainers and trainees should know about the place. 5) The place 
should have many roads and entrances. 6) The place should be visited at suitable 
times. 7) Hiding any training traces immediately after the training. 8) Guarding the 
place during the training. 9) Appropriateness of the existing facilities for the 
number of training members. 10) Exclusion of anyone who is not connected with 
the training. 11) Taking all security measures regarding the establishment. 12) 
Distance of the place from police stations, public establishments, and the eyes of 
informants. 13) The place should not be situated in such a way that the training 
and trainees can be seen from another location. The Trainees: 1) Before 
proceeding to the training place, all security measures connected with an 
undercover individual should be taken. Meanwhile, during training at the place, 
personnel safety should be ensured. 2) Selecting the trainees carefully. 3) The 
trainees should not know one another. 


4) The small size of groups that should be together during the training (7-10 
individuals). 5) The trainees should not know the training place. 6) Establishing a 
training plan for each trainee. The Trainers: All measures taken with regard to the 
commanders apply also to the trainers. Also, the following should be applied: 1) 
Fewness of the trainers in the training place. Only those conducting the training 
should be there, in order not to subject the training team to the risk of security 
exposure. 2) Not revealing the identity of the trainer to trainees. 3) Keeping a 
small ratio of trainees to trainer. 4) The training team members should not know 
one another. 6) SEVENTH LESSON - WEAPONS: MEASURES RELATED TO BUYING AND 
TRANSPORTING THEM Prior to dealing with weapons, whether buying, transporting, 


or storing them, it is essential to establish a careful, systematic and firm security 
plan that plan deals with all stages. It is necessary to divide that task into stages: 
First Stage: Prior to Purchase; Second Stage: Purchasing; Third Stage: Transport; 
Fourth Stage: Storage. 1) Prior to Purchase Stage It is necessary to take the 
following measures: a) In-depth knowledge of the place where weapons will be 
purchased, together with its entrances and exits. b) Verifying there are no 
informants or security personnel at the place where purchasing will take place. c) 
The place should be far from police stations and government establishments. d) 
Not proceeding to the purchasing place directly by the main road, but on secondary 
streets. e) Performing the exercises to detect the surveillance. f) One’s appearance 
and clothing should be appropriate for the place where purchasing will take place. 
g) The purchasing place should not be situated in such a way that the seller and 
buyer can be seen from another location. To the contrary, the purchasing place 
should be such that the seller and buyer can see the surrounding area. h) 
Determining a suitable cover for being in that place. i) The place should not be 
crowded because that would facilitate the police hiding among people, monitoring 
the arms receiving, and consequently arresting the brother purchasing. 


j) In case one of the parties is unable to arrive, it is essential to prearrange an 
alternativeplace and time with the seller. k) Selecting a time suitable for the 
purchase so that it does not raise suspicion. |) Prior to purchasing, the seller should 
be tested to ensure that he is not an agent of the security apparatus. m) Preparing 
a place for storage prior to purchasing. 2) The Purchase Stage a) Verifying that the 
weapons are in working condition. b) Not paying the seller the price for the 
weapons before viewing, inspecting, and testing them. c) Not telling the seller 
about the mission for which the weapons are being purchased. d) Extreme caution 
should be used during the purchasing operation in the event of any unnatural 
behavior by the seller or those around you. e) Not lengthening the time spent with 
the seller. It is important to depart immediately after purchasing the weapons. 3) 
The Transport Stage a) Avoid main roads where check points are common. b) 
Choose a Suitable time for transporting the weapons. c) Observers should proceed 
on the road ahead of the transportation vehicle for early warning in case of an 
emergency. d) Not proceeding directly to the storage place until after verifying 
there is no surveillance. e) During the transport stage, weapons should be hidden 
in a way that they are inconspicuous and difficult to find. f) The route for 
transporting the weapons should be determined very carefully. g) Verifying the 
legality of the vehicle, performing its maintenance, checking its gasoline and water 
levels, etc. h) Driving the car normally in order to prevent accidents. 4) The Storage 
Stage a) In order to avoid repeated transporting, suitable storage places should be 
selected. In case the materials are bombs or detonators, they should be protected 
from extreme heat and humidity. b) Explosive materials and detonators should be 
separated and stored apart from each other. c) Caution should be exercised when 
putting detonators in the arsenal. d) Lubricating the weapons and placing them in 
wooden or plastic crates. The ammunition should be treated likewise. When 


selecting an arsenal, consider the following: 1) The arsenal should not be in well- 
protected areas, or close to parks or public places. 2) The arsenal should not be in 
a "no-man's-land." 


3) The arsenal should not be in an apartment previously used for suspicious 
activities and often frequented by security personnel. 4) The arsenal should not be 
a room that is constantly used and cannot be given up by family members who do 
not know the nature of the father or husband's work. 5) The apartment selected as 
an arsenal should be owned by the Organization or rented on a long-term basis. 6) 
The brother responsible for storage should not visit the arsenal frequently, nor toy 
with the weapons. 7) The arsenal keeper should record in a book all weapons, 
explosive materials, and ammunition. That book should be coded and well secured. 
8) Only the arsenal keeper and the commander should know the location of the 
arsenal. 9) It is necessary to prepare alternative arsenals and not leave any leads 
in the original arsenals to the alternative ones. 7) EIGHT LESSON- MEMBER SAFETY 
Defining Members Safety: This is a set of measures taken by members who perform 
undercover missions in order to prevent the enemies from getting to them. It is 
necessary for any party that has many members to subdivide its members into 
three groups, each of which has its own security measures. The three groups are: 

1) The overt member, 2) The covert member, 3) The commander. Measures that 
Should be Taken by the Overt Member: 1) He should not be curious and inquisitive 
about matters that do not concern him. 2) He should not be chatty and talkative 
about everything he knows or hears. 3) He should not carry on him the names and 
addresses of those members he knows. If he has to, he should keep them safe. 4) 
During times of security concerns and arrest campaigns and especially if his 
appearance is Islamic, he should reduce his visits to the areas of trouble and remain 
at home instead. 5) When conversing on the telephone, he should not talk about 
any information that might be of use to the enemy. 6) When sending letters, he 
should not mention any information that might be of use to the enemy. When 
receiving letters, he should burn them immediately after reading them and pour 
water on them to prevent the enemy from reading them. Further, he should destroy 
any traces of fire so the enemy would not find out that something was burned. 
Measures that Should be Taken by the Undercover Member: In addition to the above 
measures, the member should... 


1) Not reveal his true name to the Organization's members who are working with 
him, nor to the [Islamic] Da'wa [Call]. 2) Have a general appearance that does not 
indicate Islamic orientation (beard,toothpick, book, [long] shirt, small Koran). 3) Be 
careful not to mention the brothers' common expressions or show their behaviors 
(special praying appearance, "may Allah reward you", "peace be on you" while 
arriving and departing, etc.) 4) Avoid visiting famous Islamic places (mosques, 
libraries, Islamic fairs, etc.) Carry falsified personal documents and know all the 
information they contain. 5) 6) 7) 8) 9) Notresort to utilizing letters and 
messengers except in an emergency. Have protection preceding his visit to any 


place while moving about (apartment,province, means of transportation, etc.). Have 
complete and accurate knowledge of the security status related to those around 
him in his place of work and residence, so that no danger or harm would catch him 
unaware. Maintain his family and neighborhood relationships and should not show 
any changes towards them so that they would not attempt to bring him back [from 
the Organization] for security reasons. 10) Not speak loudly. 11) Not get involved 
in advocating good and denouncing evil in order not to attract attention to himself. 
12) Break the daily routine, especially when performing an undercover mission. For 
example, changing the departure and return routes, arrival and departure times, 
and the store where he buys his goods. 13) Not causing any trouble in the 
neighborhood where he lives or at the place of work. 14) Converse on the 
telephone using special code so that he does not attract attention. 15) Not 
contacting the overt members except when necessary. Such contacts should be 
brief. 16) Not fall into the enemy's excitement trap, either through praising or 
criticizing his Organization. 17) Performing the exercises to detect surveillance 
whenever a task is to be performed. 18) Not park in no-parking zones and not 
take photographs where it is forbidden. 19) Closing all that should be closed 
before departing the place, whether at home or his place of undercover work. 20) 
Not undergo a sudden change in his daily routine or any relationships that precede 
his Jinad involvement. Far example, there should not be an obvious 


change in his habits of conversing, movement, presence, or disappearance. 
Likewise, he should not be hasty to sever his previous relationships. 21) Not meet 
in places where there are informers, such as coffee shops, and not live in areas 
close to the residences of important personalities, government establishments, and 
police stations. 22) Not write down on any media, specially on paper, that could 
show the traces and words of the pen by rubbing the paper with lead powder. 
Measures that Should be Taken by the Commander: The commander, whether in 
overt or covert work, has special importance for the following reasons: 1) The large 
amount of information that he possesses. 2) The difficulty of the command in 
replacing the commander. 3) Therefore, all previously mentioned security 
precautions regarding members should be heightened for the commander. Many 
resources should be reserved for protecting the commanders. Importance of 
Information: 1) Based on the enemy's up-to-date information, his capabilities, and 
plans, the Organization's command can design good-quality and secure plans. [7] 
Abdullah Ali Al-Salama: Military Espionage in Islam, pp. 253 258. 2) Information 
about the enemy's intention provides early warning signs for the command, which 
in turn makes appropriate preparation and thwarts the enemy's opportunity. 3) 
Information benefits the Organization's command by providing information about 
the enemy's strengths and weaknesses. 4) Information benefits the Organization's 
command by providing information about movements of the enemy and his 
members. Information requirements include: Newness, Trustworthiness, 
Forthcoming, security, and confirmation. General Mahmoud Sheet Khattab said, 
"The nation that wants to achieve victory over its enemy must know that enemy 


very well. It also must know the site of the battle in detail. Those who fight an 
enemy that they do not know, do not win because a successful military plan must 
be built on clear and trustworthy information. The commander who fights an enemy 
and does not know his strength (number and material) is blind and destined to fail 
and fall. Information Sources: Any organization that desires to raise the flag of 
Islam high and proud, must gather as much information as possible about the 
enemy. Information has two sources: 1) Public Source: Using this public source 
openly and without resorting to illegal means, it is possible to gather at least 80% of 
information about the enemy. The percentage varies depending on the 
government's policy on freedom of the press and publication. It is possible to gather 
information through newspapers, magazines, books, periodicals, official 
publications, and enemy broadcasts. Attention should also be given to the opinion, 
comments, and jokes of 


common people. Truman, a past American President, said, "We attribute our great 
advance to our press, because it gives America's enemies the capability of learning 
what we have not officially publicized about our plans and even our 
establishments." In 1954, Allan Dulles [PH],Director of American Intelligence [CIA], 
said, "| am ready to pay any amount of money to obtain information about the 
Soviet Union, even as little as what the Soviet Union obtains by simply reading 
American newspapers." The one gathering public information should be a regular 
person (trained college graduate) who examines primary sources of information 
published by the enemy (newspapers, magazines, radio, TV, etc.). He should search 
for information directly related to the topic in question. The one gathering 
information with this public method is not exposed to any danger whatsoever. Any 
brother can gather information from those aforementioned sources. We cannot label 
that brother a "Moslem Spy" because he does not make any effort to obtain 
unpublished and covert information. 2) Secret Sources: It is possible, through these 
secret and dangerous methods, to obtain the 20% of information that is considered 
secret. The most important of these sources are: A. Individuals who are recruited as 
either volunteers or because of other motives B. Recording and monitoring C. 
Photography D. Interrogation E. Documents: By burglary or recruitment of 
personnel F. Drugging G. Surveillance, spying, and observation Information 
Gathering Using Public Means: A . Newspapers, Magazines,and Official and Party 
Publications: In order to gather enemy information, the Military Organization can 
use means such as magazines, publications, periodicals, and official printed matter. 
Through these means, it is possible to learn about major government events and 
about the news, meetings, and travel of Presidents, ministers, and commanders. 
Information may be: 1) Names and photographs of important government 
personalities, police commanders, and security leaders. 2) Published meetings. 
Through these, one can learn about major decisions and topics being discussed. 3) 
Future meeting plans. 4) Present and future enemy capabilities through current 
photographs of projects and strategic sites or through meetings with top officials. 
5) Beneficial news about the enemy's diplomacy and itspresent and future plans. 


6) Tourism news and the arrival times of foreign tourist groups. 


7) Advertisements about apartments for rent, vacant positions, or anything else 
that is useful. 8) Advertisements about new and used car lots. These may be used 
in assassination, kidnaping, and overthrowing the government. 9) Learning the 
enemy position on current Islamic issues (veil, beard, dedication, Jihad, ...). B. Radio 
and Television: The Military organization can use these important public sources to 
gather information all day and night. The importance of these means is explained 
below. 1) Visual and audible news help the Organization to determine its present 
and future plans. 2) Interviews may help to identify the government policy and its 
general directives. 3) Spotting the appearance of those who occupy high positions. 
4) Learning the prevailing information diplomacy and its position on contemporary 
issues. 5) Learning about the interior of important government places and 
establishments during their opening ceremonies or through advertisements. In 
addition to the aforementioned, [attention should be given] to newspapers, 
magazines, and the public's comments and jokes. 8) TWELFTH LESSON - ESPIONAGE 
INFORMATION-GATHERING USING COVERT METHODS Information needed through 
covert means: Information needed to be gathered through covert means is of only 
two types: First: Information about government personnel, officers, important 
personalities, and all matters related to those (residence,work place, times of 
leaving and returning, wives and children, places visited) Second: Information 
about strategic buildings, important establishments, and military bases. Examples 
are important ministries such as those of Defense and Internal Security, airports, 
seaports, land border points, embassies, and radio and TV stations. General security 
measures that should be taken by the person gathering information: During the 
process of gathering information, whether about governing personalities or 
establishments, the person doing the gathering must take the following security 
measures: 1) Performing the exercises to detect surveillance while executing the 
mission. These exercises are not well defined, but are dependent on the time, 
place, and the ability to be creative. These exercises include the following: a) b) 

c) d) 


e) Walking down a dead-end street and observing who is walking behind you. 
Beware of traps. Casually dropping something out of your pocket and observing who 
will pick it up. Walking fast then stopping suddenly at a corner and observing who 
will be affected. Stopping in front of store windows and observing who is- 
watchingyou. Getting on a bus and then getting off after it departs and observing 
who will be affected. f) Agreeing with one of your brothers to look for whoever is 
watching you. 2) When receiving the gathered information, let the informants 
travel as far as possible from their place of residence and yours. Let each of them 
get there using secondary roads, preferably at night. 3) Gather what information 
you can without emphasizing any particular part. Do not rush or show urgency 
because your excitement may uncover you and the degree of importance of the 
information. 4) Avoid anything that reveals your identity quickly. Do not attempt to 


be too creative or inventive. Remember what Taliran [PHI said to his political 
emissaries, "Do not be anxious.” 5) Move slowly and travel a great distance. The 
one who is successful in gathering information is the one who is not known or 
conspicuous. 6) Do not accept events at their face value. Do not overlook a quick 
friendship or an apparent dispute. Evaluate the importance of events and do not 
judge them by their appearance. 7) Do not speak vaguely or act mysteriously 
except when wanting to geta "blabber mouth" to talk about what he knows. 8) 
Carry personal credentials and know all their contents. 9) Prior to collecting the 
information, make sure that all necessities related to the mission, especially 
money, are ready. 10) Study the area where information-gathering takes place 
carefully: Open and closed streets, residents' customs, ways of dressing, and 
accent. 11) It is not permitted to carry any weapons during the information 
gathering process. 12) Finding a cover prior to gathering the information. Further, 
review all security measures concerning members of the Military [Organization] 
which are covered in prior lessons. Methods of Gathering Information Using Covert 
Means: The Military Organization may obtain secret information using: A. 
Surveillance, intelligence, and observation; B. Theft: C . Interrogation; D. 
Excitement; E. Drugging; F. Recruitment. A. Surveillance, Intelligence, and 
Observation: Civilian and military targets (personalities). The monitoring may be 
done on foot or by car. 


Surveillance on foot: 1) The brother or brothers performing the surveillance 
operation on foot study the available information about the target (height,weight, 
way of walking, looking at a recent photograph) 2) Knowing the target's habits, 
places he visits, and communications 3) Studying carefully the area where 
observation will take place: names of through and dead-end streets, residents’ 
habits and way of dressing. 4) Prior to the start of the surveillance mission, making 
sure that all needs related to the mission, especially money, are met. 5) Agreeing 
on how communications with the leaders will take place in case the surveillance 
plan is uncovered (telephone, a person used for that purpose). The telephone 
number should not be written but memorized. 6) Agreeing on special signals to 
exchange orders and instructions among the surveillance team members. 7) 
Knowing the measures to be taken when the target is lost, such as contacting the 
leaders or something else agreed upon. 8) It is not permitted to carry any weapons 
during the information gathering process. 9) It is preferable to have a camera with 
the surveillance man in case the target is to personally contact others. Surveillance 
by car: Surveillance by car requires taking certain measures: 1) Inspecting the car's 
fuel, water, and lights. 2) The car should be of a common type so it would not 
attract people's attention. 3) The car should be in good condition and the driver 
should be experienced. 4) The car plates should not contain real numbers. It is 
important to use a false license plate and small numbers in order to prevent 
anyone from spotting and memorizing it. 5) The car's interior light should be 
disabled in order to hide the identity of the surveillance team members sitting 
inside. 6) The number and appearance of the car surveillance team members 


should match those of the target's car. Performing Surveillance by Car: 1) The car 
being used for surveillance should keep up with the target’s car during the 
surveillance operation, especially in crowded areas and on side streets. The 
distance between the two cars depends on the circumstances. 2) If the target gets 
out of his car and starts to walk, one of the surveillance team members should get 
out and observe him. 3) Follow all aforementioned measures for surveillance on 
foot. 


Exercises to detect surveillance by car: 1) The surveillance car speeds up then 
stops suddenly while observing which other car is affected (this is done where there 
is not a lot of traffic). 2) The surveillance car enters a dead-end street. 3) The 
surveillance car goes in the opposite direction of traffic. 4) The surveillance car 
stops and goes backwards. 5) [The surveillance car] enters a parking lot and 
immediately goes out. 6) [The surveillance car] takes a side road and stops. 
Surveillance, Intelligence,and Observation (Information about the enemy places) 
The Organization’s command needs detailed information about the enemy’‘s vital 
establishments, whether civilian or military, in order to make safe plans, reach firm 
decisions, and avoid surprises. Thus, the individual who gathers information about a 
desired location should, in addition to drawing a diagram, describe it and all its 
details. The Drawing: The brother should draw a diagram of the area, the street, 
and the location which is the target of the information-gathering. He should 
describe its shape and characteristics. The drawing should be realistic so that 
someone who never saw the location could visualize it. It is preferable to also put on 
the drawing the directions of traffic, police stations, and security centers. The 
Description: It is necessary to gather as much information about the location as 
possible. For instance: 1) Traffic directions and how wide the streets are 2) 
Transportation leading to the location 3) The area, appearance, and setting of the 
place 4) Traffic signals and pedestrian areas 5) Security personnel centers and 
government agencies 6) Embassies and consulates 7) The economic 
characteristics of the area and traffic congestion times 8) Public parks 9) Amount 
and location of lighting It is preferable to photograph the area as a whole first, then 
the street of the [desired] location. If possible, panoramic pictures should be taken. 
That is, the collection of views should be continuous in a such way that all pictures 
are taken from one location and that the ending of one picture is the beginning of 
the next. The photographer should be experienced with and proficient in film 
processing and developing. It is risky to use an outside film processing service. 
When observing a military installation or camp, we discourage taking pictures where 
it is forbidden. The brother/photographer should use a modern camera that can 
photograph at night or from a distance, and only the lens of the camera should be 
visible. When gathering information about a military camp, the brother should draw 
a diagram of the camp’s overall area, the camp itself, and its interior, if possible 


The description of the base or camp must contain the following: 1) Location 2) 
Exterior shape 3) Transportation to it 4) Space [area] 5) Weapons used 6) Unit 
using the camp 7) Fortifications and tunnels 8) Guard posts 9) Amount and 
periods of lighting 10) Number of soldiers and officers. Officers’ ranks 11) 
Ammunition depot locations 12) Vehicles and automobiles 13) Leave policy 14) 
Commander’‘s name, rank, arrival and departure times 15) Degree and speed of 
mobilization 16) Brigades and names of companies 17) Sleeping and waking times 
18) Telephone lines and means of communication The brother gathering the 
information may start a friendship with one of the soldiers or officers of that base. 
Information may be collected gradually and easily from soldiers when giving them 
rides from the camp to the bus or train stations, etc. Gathering Information 
Through Interrogation: Security personnel in our countries arrest brothers and 
obtain the needed information through interrogation and torture. The Military 
Organization must do likewise. On one hand, the Organization can obtain important 
information about enemy establishments and personnel. On the other hand, that is 
a form of necessary punishment. Information is collected in this method by 
kidnaping an enemy individual, interrogating him, and torturing him. This source of 
information is not permanent. Also, caution should be exercised about being 
deceived by misinformation from enemy individuals. Thus, the brother who 
interrogates the hostage should possess the following characteristics: 1) Should 
have knowledge and expertise about people's behavior and morals. 2) Should have 
a strong personality. 3) Should possess a sixth sense based on practice and 
experience. 4) Should be extremely patient. 5) Should be able to act, pretend, and 
mask himself. 6) Should be intelligent, observant, analytical, and deductive. 7) 
Should be able to establish an investigative plan. Gathering Information 


Through Recruitment: Recruiting agents is the most dangerous task that an enlisted 
brother can perform. Because of this dangerous task, the brother may be killed or 
imprisoned. Thus, the recruitment task must be performed by special types of 
members. There are a number of motives that might entice an uncommitted person 
to take part in intelligence work. These motives are: 1) Coercion and 
entanglement 2) Greed and love for money 3) Displaying courage and love of 
adventure 4) Love of amusement and deviance 5) Mental and political orientation 
6) Fear of being harmed The Organization may use motives No. 2, 3, 5, and 6 in 
recruitment. 


